
card of course
	Subject name
	Network security


1.  Location of the subject in the system of studies
	1.1. Programme
	Computer science

	1.2. Mode of study
	Full time studies

	1.3. Level of degree
	Bachelor degree

	1.4. Profile
	Practical


	1.5. Speciality
	Cybersecurity and computer forensics

	1.6. Lecturer responsible for the subject 
	Dr Rafał Stęgierski


2. General characteristic of the subject

	2.1. Connection with a subject group
	Optional/practical

	2.2. Total credits (ECTS)
	4

	2.3. Language of instruction
	English

	2.4. Semesters in which the subject is carried out
	IV

	2.5. Criterion for selection of listeners
	For speciality Cybersecurity and computer forensics


3. Learning outcomes and method of conducting classes
3.1.  Aim of the subject

	Lp.
	Aim of the subject

	
	

	C1
	Understanding the importance of network security along with the ability to select and implement mechanisms ensuring the implementation of policies.

	C2
	Knowledge of various types of attacks along with knowledge of methods of preventing them and implementing corrective actions.

	C3
	Knowledge about the importance of access control and the ability to implement mechanisms offering this type of control.


3.1. Learning outcomes, divided into KNOWLEDGE, SKILLS AND COMPETENCIES, with reference to learning outcomes for an area(s) and a field of study
	Lp.
	Description of learing outcomes
	Reference to the 
learning outcomes (symbols)
	Form of teaching (Mark with a „X”)

	
	
	
	ST
	NST

	
	
	
	Classes at the University
	Classes 
on a platform
	Classes at the University
	Classes 
on a platform

	After completing the subject, student in the range of KNOWLEDGE, know and understand

	W1
	Know types of risks in computer systems and networks.
	INF_W11
	X
	
	
	

	W2
	Knows the importance of appropriate security of IT systems.
	
	X
	
	
	

	W3
	Know protocols and methodologies used in network solutions and importance of proper securing them.
	
	X
	
	
	

	W4
	Is familiar with the individual elements of network and device security systems.
	
	X
	
	
	

	After completing the subject, student in the range of SKILLS, can

	U1
	Is able to plan and implement various security mechanisms in network systems.
	INF_U01 INF_U02 INF_U03 INF_U06 INF_U07 INF_U08 INF_U11 INF_U16 INF_U22 INF_U25 INF_U31
	X
	
	
	

	U2
	Is able to build a safe environment that provides users with access to resources.
	
	X
	
	
	

	U3
	Uses tools to track online activities.
	
	X
	
	
	

	U4
	Is able to analyze how attacks are carried out and propose and implement protection mechanisms against them.
	
	X
	
	
	

	After completing the subject, student in the field of SOCIAL COMPETENCES, is able to

	K1
	Know how to plan actions and involve members of group
	INF_K04
	X
	
	
	

	K2
	Know importance of analisis of situation and proper prepared plan of action
	
	X
	
	
	


3.3. Type of classes and number of hours - full time studies (ST), part time studies (NST) 
	Mode 
of study
	Lecture
	Exercises
	Project
	Workshops
	Lab
	Seminar
	Lectorate
	Using distan-ce learning methods and techniques in the form of ……………….
	Others
	ECTS

	ST
	20
	
	
	
	30
	
	
	
	
	4

	NST
	
	
	
	
	
	
	
	
	
	


3.4. Curriculum content (separately for each type of classes). Mark (X) how the content will be implemented (classes at the university or classes on the platform conducted using distance learning methods and techniques)

TYPE OF CLASSES: LECTURE

	Lp.
	Treść zajęć
	Reference to the subject 
learning outcomes 
	Sposób realizacji (zaznaczyć „X”)

	
	
	
	ST
	NST

	
	
	
	Classes at the University
	Classes 
on a platform
	Classes at the University
	Classes 
on a platform

	1.
	The danger and fighters in cyberwars.
	W1
	X
	
	
	

	2.
	Operating systems and basics of network protocols and technologies.
	W2
	X
	
	
	

	3.
	Common types of attacks and protections.
	W3
	X
	
	
	

	4.
	Access cotrol and cryptography.
	W4
	X
	
	
	


TYPE OF CLASSES: LAB

	Lp.
	Treść zajęć
	Reference to the subject 
learning outcomes 
	Sposób realizacji (zaznaczyć „X”)

	
	
	
	ST
	NST

	
	
	
	Classes at the University
	Classes 
on a platform
	Classes at the University
	Classes 
on a platform

	1.
	Configuration of security solutions in network systems.
	U1, K1, K2
	X
	
	
	

	2.
	Practical usage of cryptography and access control solutions.
	U2, K1, K2
	X
	
	
	

	3.
	Preparation environment for collecting information about events in the network.
	U3, K1, K2
	X
	
	
	

	4.
	Usage of tools to analyze vectors of attacks in network environments.
	U4, K1, K2
	X
	
	
	


3.5. Methods of evaluation of learning outcomes (describe the methods of teaching and verification of learning outcomes and methods of documentation)
	Learning outcomes
	Methods of teaching
	Methods of verification of learning outcomes
	Methods of documentation

	KNOWLEDGE

	W1-W4
	Lecture, discussion
	Final test exam
	Netacad platform, document with grades and knowledge distribution between topics

	SKILLS

	U1-U4
	Laboratories, practical tasks on Packet Tracer
	Partial equal weighted (10% each) tests
	Netacad platform, document with all grades from partial test and social competences.

	SOCIAL COMPETENCES

	K1-K2
	Discussion, barin storm
	Observation
	10% additional grade on Netacad platform,  document with all grades from partial test and social competences


3.6. Criteria for assessing the achieved learning outcomes
	Learning outcome
	For a grade of 3 student knows and understands/can/is able to:
	For a grade of 4 student knows and understands/can/is able to:
	For a grade of 5 student knows and understands/can/is able to:

	W
	60-75% of the knowledge indicated in the learning outcomes
	76-90% of the knowledge indicated in the learning outcomes
	91-100% of the knowledge indicated in the learning outcomes

	U
	60-75% of the skills indicated in the learning outcomes
	76-90% of the skills indicated in the learning outcomes
	91-100% of the skills indicated in the learning outcomes

	K
	60-75% of the skills indicated in the learning outcomes
	76-90% of the skills indicated in the learning outcomes
	91-100% of the skills indicated in the learning outcomes


3.7. Literature

Basic:
· Cisco Netacad Cyberops curriculum materials.
Supplementary:
· Cisco CyberOps Associate CBROPS 200-201 Official Cert Guide, Omar Santos, 2020 Cisco Press. 
4. Student’s workload – balance of credits (ects)
	Student’s activity
	Student’s workload 

	
	ST
	NST

	CONTACT HOURS (activities that require direct participation of an academic teacher)
	50
	

	Classes provided by the study plan
	50
	

	Consultation (min. 10% of  hours provided for any form of classes)
	5
	

	STUDENT’S OWN WORK
	50
	

	Preparation for class, preparation of project work/presentations/etc
	25
	

	Preparation for passing the classes
	25
	

	TOTAL STUDENT WORKLOAD
	100
	

	Credits (ECTS) for a subject
	4
	


	Date of last change 
	10.04.2024

	Changes introduced
	Dr Rafał Stęgierski

	Changes approved
	Dr inż. Michalina Gryniewicz-Jaworska 




