
card of course
	Subject name
	Social engineering in management


1.  Location of the subject in the system of studies
	1.1. Programme
	Management

	1.2. Mode of study
	Full time studies

	1.3. Level of degree
	Master’s degree

	1.4. Profile
	Practical


	1.5. Speciality
	-

	1.6. Lecturer responsible for the subject 
	Ewa Miszczak PhD


2. General characteristic of the subject
	2.1. Connection with a subject group
	Directional/practical

	2.2. Total credits (ECTS)
	3

	2.3. Language of instruction
	English

	2.4. Semesters in which the subject is carried out
	III

	2.5. Criterion for selection of listeners
	-


3. Learning outcomes and method of conducting classes
3.1.  Aim of the subject
	Lp.
	Aim of the subject

	
	

	C1
	To present  theoretical aspects of social engineering: definitions, functions, aims with a  special importance in a sphere of management

	C2
	To shape the skills of  identification of  detrimental social influence and damaging social engineering techniques in social life.


3.1. Learning outcomes, divided into KNOWLEDGE, SKILLS AND COMPETENCIES, with reference to learning outcomes for an area(s) and a field of study
	Lp.
	Description of learing outcomes
	Reference to the 
learning outcomes (symbols)
	Form of teaching (Mark with a „X”)

	
	
	
	ST
	NST

	
	
	
	Classes at the University
	Classes 
on a platform
	Classes at the University
	Classes 
on a platform

	After completing the subject, student in the range of KNOWLEDGE, know and understand

	W1
	the ways of recognition and solving problems connected with problems within management sphere, especially with social manipulation in humans’ relations.
	Z2_W04
	x
	
	
	

	After completing the subject, student in the range of SKILLS, can

	U1
	analyse, interpret and valuate chosen phenomena and processes within human resources management, especially in the context of social manipulation and social influence


	Z2_U06

Z2_U08
	x
	
	
	

	U2
	valuate environmental and social influence on management processes, describe social and psychological tools and methods of social engineering.
	
	x
	
	
	

	After completing the subject, student in the field of SOCIAL COMPETENCES, is able to

	K1
	take responsibility to own professional decisions and consequently realize professional tasks.
	Z2_K03
	x
	
	
	


3.3. Type of classes and number of hours - full time studies (ST), part time studies (NST) 
	Mode 
of study
	Lecture
	Exercises
	Project
	Workshops
	Lab
	Seminar
	Lectorate
	Using distan-ce learning methods and techniques in the form of lecture
	Others
	ECTS

	ST
	15
	15
	
	
	
	
	
	
	
	3

	NST
	
	
	
	
	
	
	
	
	
	


3.4. Curriculum content (separately for each type of classes). Mark (X) how the content will be implemented (classes at the university or classes on the platform conducted using distance learning methods and techniques)
TYPE OF CLASSES: LECTURE
	Lp.
	Treść zajęć
	Reference to the subject 
learning outcomes 
	Sposób realizacji (zaznaczyć „X”)

	
	
	
	ST
	NST

	
	
	
	Classes at the University
	Classes 
on a platform
	Classes at the University
	Classes 
on a platform

	1.
	Social engineering – terminology and definitions. Classification of social engineering.
	W1 
	x
	
	
	

	2.
	Social engineering, psychological manipulation and social influence..
	W1 
	x
	
	
	

	3.
	Manipulation in media. Ways of social influence.
	W1
	x
	
	
	

	4.
	Ways of identification and defence.
	W1 
	x
	
	
	


TYPE OF CLASSES: EXERCISES
	Lp.
	Treść zajęć
	Reference to the subject 
learning outcomes 
	Sposób realizacji (zaznaczyć „X”)

	
	
	
	ST
	NST

	
	
	
	Classes at the University
	Classes 
on a platform
	Classes at the University
	Classes 
on a platform

	1.
	Social manipulation in private sphere: examples from everyday life
	W1, U1, U2, K1
	x
	
	
	

	2.
	Social manipulation and methods of social engineering in public sphere: common examples
	W1, U1, U2, K1
	x
	
	
	

	3.
	Analysis of reports connected with social engineering
	W1, U1, U2, K1
	x
	
	
	

	4.
	Students’ presentations.
	W1, U1, U2, K1
	x
	
	
	


3.5. Methods of evaluation of learning outcomes (describe the methods of teaching and verification of learning outcomes and methods of documentation)
	Learning outcomes
	Methods of teaching
	Methods of verification of learning outcomes
	Methods of documentation

	KNOWLEDGE

	W1
	Lecture, conversation
	Written assigment paper/presentation
	Archiving on platform

	SKILLS

	U1-U2
	Lecture, conversation
	Written assigment paper/presentation
	Archiving on platform

	SOCIAL COMPETENCES

	K1
	Lecture, conversation
	Written assigment paper/presentation
	Archiving on platform


3.6. Criteria for assessing the achieved learning outcomes
	Learning outcome
	For a grade of 3 student knows and understands/can/is able to:
	For a grade of 4 student knows and understands/can/is able to:
	For a grade of 5 student knows and understands/can/is able to:

	W
	60-75% of the knowledge indicated in the learning outcomes
	76-90% of the knowledge indicated in the learning outcomes
	91-100% of the knowledge indicated in the learning outcomes

	U
	60-75% of the skills indicated in the learning outcomes
	76-90% of the skills indicated in the learning outcomes
	91-100% of the skills indicated in the learning outcomes

	K
	60-75% of the skills indicated in the learning outcomes
	76-90% of the skills indicated in the learning outcomes
	91-100% of the skills indicated in the learning outcomes


3.7. Literature
Basic:
Gehl R., Lawson S., Social Engineering How Crowdmasters, Phreaks, Hackers, and Trolls

Created a New Form of Manipulative Communication  https://watermark.silverchair.com
doi:10.7551/mitpress/12984.001.0001
Syed A. M., Social engineering: Concepts, Techniques and Security Countermeasures, https://www.researchgate.net/publication/353567848_Social_engineering_Concepts_Techniques_and_Security_Countermeasures
Supplementary:
An introduction to social engineering, https://info.publicintelligence.net/UK-CERT-SocialEngineering.pdf
4. Student’s workload – balance of credits (ects)
	Student’s activity
	Student’s workload 

	
	ST
	

	CONTACT HOURS (activities that require direct participation of an academic teacher)
	30
	

	Classes provided by the study plan
	30
	

	Consultation (min. 10% of  hours provided for any form of classes)
	3
	

	STUDENT’S OWN WORK
	45
	

	Preparation for class, preparation of project work/presentations/etc
	20
	

	Preparation for passing the classes
	25
	

	TOTAL STUDENT WORKLOAD
	75
	

	Credits (ECTS) for a subject
	3
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