
card of course
	Subject name
	Security of IT systems


1.  Location of the subject in the system of studies
	1.1. Programme
	Computer science

	1.2. Mode of study
	Full time studies

	1.3. Level of degree
	Bachelor degree

	1.4. Profile
	Practical


	1.5. Speciality
	-

	1.6. Lecturer responsible for the subject 
	dr Karol Kuczyński


2. General characteristic of the subject

	2.1. Connection with a subject group
	directional

	2.2. Total credits (ECTS)
	2

	2.3. Language of instruction
	English

	2.4. Semesters in which the subject is carried out
	V

	2.5. Criterion for selection of listeners
	-


3. Learning outcomes and method of conducting classes
3.1.  Aim of the subject
	Lp.
	Aim of the subject

	
	

	C1
	Acquainting with the main problems of security of information systems

	C2
	Acquainting with methods of detecting and preventing problems of IT systems security

	C3
	Mastering the basic principles of designing a secure IT infrastructure.


3.2. Learning outcomes, divided into KNOWLEDGE, SKILLS AND COMPETENCIES, with reference to learning outcomes for an area(s) and a field of study
	Lp.
	Description of learning outcomes
	Reference to the 
learning outcomes 
(symbols)
	Form of teaching 
(mark with a „X”)

	
	
	
	ST
	NST
	NST PUW

	
	
	
	Classes at the University
	Classes 
on a platform
	Classes at the University
	Classes 
on a platform
	Classes at the University
	Classes 
on a platform

	After completing the subject, student in the range of KNOWLEDGE, know and understand

	W1
	Has detailed knowledge related to the main problems of security of information systems
	INF_W04
	
	X
	
	
	
	

	W2
	Has a basic knowledge of the life cycle and maintenance of information systems in order to ensure the desired level of security.
	INF_W05
	
	X
	
	
	
	

	W3
	Knows the protocols and standards regarding the security of information systems
	INF_W05
	
	X
	
	
	
	

	After completing the subject, student in the range of SKILLS, can

	U1
	Can identify threats to the security of information systems and react to them appropriately.
	INF_U13
	
	X
	
	
	
	

	U2
	Can make a critical analysis of the information system in terms of security.
	INF_U08
	
	X
	
	
	
	

	U3
	Is able to implement standard security mechanisms of information systems
	INF_U16
	
	X
	
	
	
	

	After completing the subject, student in the field of SOCIAL COMPETENCES, is able to

	K1
	Understands the need to constantly expand knowledge in the field of security of information systems.
	INF_K01
	
	X
	
	
	
	

	K2
	Is aware of the importance and understands the non-technical aspects and effects of engineering activities, including its impact on the environment, and the related responsibility for decisions made.
	INF_K02
	
	X
	
	
	
	


3.3. Type of classes and number of hours - full time studies (ST), part time studies (NST) 
	Mode 
of study
	Lecture
	Exercises
	Project
	Workshops
	Lab
	Seminar
	Lectorate
	Using distance learning methods and techniques in the form of ...................
	Others
	ECTS

	ST
	20
	
	
	
	
	
	
	
	
	2

	NST
	
	
	
	
	
	
	
	
	
	

	NST PUW
	
	
	
	
	
	
	
	
	
	


3.4. Curriculum content (separately for each type of classes). Mark (X) how the content will be implemented (classes at the university or classes on the platform conducted using distance learning methods and techniques)

TYPE OF CLASSES: LECTURE

	Lp.
	Content of classes
	Form of teaching 
(mark with a „X”)

	
	
	ST
	NST
	NST PUW

	
	
	Classes at the University
	Classes 
on a platform
	Classes at the University
	Classes 
on a platform
	Classes at the University
	Classes 
on a platform

	1.
	Examples of problems in the field of IT security.
	
	X
	
	
	
	

	2.
	Vulnerabilities and threats, their classification and sources of up-to-date information.
	
	X
	
	
	
	

	3.
	Basics of security: confidentiality, integrity, availability; data protection at rest, during transmission and during processing; security mechanisms: technologies, policies and procedures, human factor.
	
	X
	
	
	
	

	4.
	Threat detection (port scanners, vulnerability scanners, anti-virus software, IPS / IDS systems).
	
	X
	
	
	
	

	5.
	Access control, AAA (Radius, 802.1x).
	
	X
	
	
	
	

	6.
	Security of network infrastructure (including remote access to network devices).
	
	X
	
	
	
	

	7.
	Cryptographic security mechanisms (encryption algorithms, hash functions, signatures and digital certificates).
	
	X
	
	
	
	

	8.
	VPN solutions, IPsec
	
	X
	
	
	
	

	9.
	LAN network security (at the 2nd layer of ISO / OSI).
	
	X
	
	
	
	

	10.
	Security problems specific to wireless technologies.
	
	X
	
	
	
	


3.5. Methods of evaluation of learning outcomes (describe the methods of teaching and verification of learning outcomes):
Methods of teaching: lecture on-line (MS-Teams), additional teaching materials on the platform 
Methods of verification of learning outcomes: on-line test exam
3.6. Criteria for assessing the achieved learning outcomes
	Learning outcome
	For a grade of 3 student knows and understands/can/is able to:
	For a grade of 4 student knows and understands/can/is able to:
	For a grade of 5 student knows and understands/can/is able to:

	W
	60-75% of the knowledge indicated in the learning outcomes
	76-91% of the knowledge indicated in the learning outcomes
	91-100% of the knowledge indicated in the learning outcomes

	U
	60-75% of the skills indicated in the learning outcomes
	76-91% of the skills indicated in the learning outcomes
	91-100% of the skills indicated in the learning outcomes

	K
	60-75% of the skills indicated in the learning outcomes
	76-91% of the skills indicated in the learning outcomes
	91-100% of the skills indicated in the learning outcomes


3.7. Literature

Basic
· Cybersecurity Essentials (Cisco Netacad) on-line course materials
Supplementary
· Network Security (Cisco Netacad) on-line course materials
4. Student’s workload – balance of credits (ects)
	Student’s activity
	Student’s workload

	
	ST
	NST
	NST PUW

	CONTACT HOURS (activities that require direct participation of an academic teacher)
	20
	
	

	Classes provided by the study plan
	20
	
	

	Consultation (min. 10% of  hours provided for any form of classes)
	2
	
	

	STUDENT’S OWN WORK
	30
	
	

	Preparation for class, preparation of project work/presentations/etc
	15
	
	

	Preparation for passing the classes
	15
	
	

	TOTAL STUDENT WORKLOAD
	50
	
	

	Credits (ECTS) for a subject
	2
	
	


	Date of last change 
	17.10.2022

	Changes introduced
	dr Karol Kuczyński

	Changes approved
	




